BUSINESS ASSOCIATE AGREEMENT
THIS AGREEMENT is entered into this ____ day of _______, 2019, by and between the Ohio Department of Mental Health and Addiction Services, on behalf of its Bureau of Quality, Planning, and Research ("OhioMHAS") and the ___________________________________________________________ ("Board").  This Agreement is effective upon execution and will remain in effect for the duration of Board’s use of the OhioMHAS Assisted Outpatient Treatment (“AOT”) Data Entry tool, unless earlier terminated in accordance with paragraph 10.
WHEREAS, Board, through its AOT monitor, will make available and/or transfer to OhioMHAS confidential, personally identifiable health information in conjunction with data collection, analysis, and report generation relating to the AOT civil commitment programs in Ohio; and

WHEREAS, such information may be used or disclosed only in accordance with the privacy and security regulations [45 CFR Parts 160 and 164] issued pursuant to the Health Insurance Portability and Accountability Act [42 USC §§ 1320 - 1320d-8], as it has been amended, and the terms of this Agreement, or more stringent provisions of federal or state law;

NOW THEREFORE, the parties agree as follows:

1.
Protected Health Information ("PHI") means individually identifiable information created, received, maintained or transmitted from or on behalf of Board and relating to the past, present or future physical or mental health or condition of an individual, provision of health care to an individual, or the past, present or future payment for health care provided to an individual, as more fully defined in 45 CFR § 160.103, and any amendments thereto.

Unsecured PHI is PHI that is not rendered unusable, unreadable or indecipherable to unauthorized individuals according to the technologies or methodologies specified by the Director of the U.S. Department of Health and Human Services.

The following terms used herein shall have the same meaning as those terms are defined in the privacy, security, breach notification, and enforcement rules at 45 CFR Parts 160 and 164 (HIPAA rules), as they may be amended:  Business Associate; Covered Entity; breach; data aggregation; designated record set; disclosure; minimum necessary; Notice of Privacy Practices; required by law; security incident; subcontractor; use.  Other terms defined in the HIPAA rules, as they may be amended, shall also be so defined if used herein.
2.
OhioMHAS agrees that it shall not receive, create, maintain, transmit, use or disclose PHI except as required by law, or as follows:


a.
to collect, analyze, and prepare reports on participants in Ohio’s AOT civil commitment programs on behalf of Board;


b.
If necessary for the proper management and administration of OhioMHAS or to carry out legal responsibilities of OhioMHAS.  PHI may only be disclosed to another person/entity for such purposes if:

•   Disclosure is required by law; or

•   Where OhioMHAS obtains reasonable assurances from the person to whom disclosure is made that the PHI released will be held confidentially, and only may be used or further disclosed as required by law or for the purposes of the disclosure; and

•   Person agrees to notify OhioMHAS of any breaches of confidentiality;

c. OhioMHAS may provide data aggregation services relating to the health care operations of the Board.

d. OhioMHAS may de-identify any and all PHI, provided that the de-identification conforms to the requirements of 45 CFR § 164.514(b), and further provided that the Board maintains the documentation required by 45 CFR § 164.514(b).  Pursuant to 45 CFR § 164.502(d)(2), de-identified information does not constitute PHI and is not subject to the terms of this Agreement.


OhioMHAS agrees that it shall not use or disclose PHI in a manner that would violate Subpart E of 45 CFR Part 164 if done by Board, except for the specific uses and disclosures enumerated in paragraph 2.b. above.

3.
OhioMHAS agrees that it will not request, use or release more than the minimum amount of PHI necessary to accomplish the purpose of the use, disclosure or request.

4.
OhioMHAS will establish and maintain appropriate safeguards to prevent any unauthorized use or disclosure of PHI, and will implement administrative, physical, and technical safeguards that reasonably protect the confidentiality, integrity and availability of the electronic PHI that it creates, receives, maintains or transmits on behalf of Board.  OhioMHAS will use all appropriate safeguards under Subpart C of 45 CFR Part 164, including those identified as addressable.  OhioMHAS will comply with 74 FR 19006 Guidance Specifying the Technologies and Methodologies that Render PHI Unusable, Unreadable, or Indecipherable to Unauthorized Individuals for Purposes of Breach Notification Requirements under Section 13402 of Title XIII.  With regard to electronic PHI not covered by the Guidance published at 74 FR 19006, OhioMHAS will protect electronic PHI at rest and in transit through encryption that complies with State of Ohio IT Standard, ITS-SEC-01, Data Encryption and Cryptography.
5.
OhioMHAS agrees that it shall immediately report to Board, in writing and within five (5) days of discovery, any unauthorized uses/disclosures of unsecured PHI and any security incident resulting in the loss or disclosure of PHI of which it becomes aware.  Reports of unauthorized access, use or disclosure of unsecured PHI shall include identification of affected individuals whose PHI has been or is reasonably believed to have been accessed, used, disclosed or lost.  At the request of Board, OhioMHAS shall identify: the date of any security incident, the scope of the security incident, and OhioMHAS’ response to the security incident. OhioMHAS shall take all reasonable steps to mitigate the potentially harmful effects of all privacy and security breaches.
6.
OhioMHAS shall ensure that all of its subcontractors and agents are bound, in writing, by the same restrictions and obligations contained herein, including but not limited to the obligation to implement reasonable and appropriate safeguards to protect the information, whenever PHI is made accessible to such subcontractors or agents.

7.
To the extent that it has in its possession a designated record set, OhioMHAS shall make all PHI and related information in the designated record set available as follows:


a.
To the Board, to the extent necessary to fulfill any obligation to allow access for inspection and copying in accordance with the provisions of 45 CFR § 164.524;


b.
To the Board, to the extent necessary to fulfill any obligation to account for disclosures of PHI in accordance with 45 CFR § 164.528.


c.
To the Board as necessary to fulfill Board's obligation to amend PHI and related information in accordance with 45 CFR § 164.526, and shall, as directed by Board, incorporate any amendments or related statements into the information held by OhioMHAS and any subcontractors or agents.

8.
OhioMHAS agrees to make its internal practices, books and records relating to the use or disclosure of information created, received, maintained, transmitted from or on behalf of Board available to the U. S. Secretary of Health and Human Services, or the Secretary's designee, for purposes of determining compliance with the privacy and security regulations, and any amendments thereto.

9.
To the extent that OhioMHAS is to carry out one or more of Board’s obligations under the Privacy Rule, OhioMHAS shall comply with the requirements of the Privacy Rule that apply to Board in the performance of such obligations.  

10. Any non-compliance by OhioMHAS with the terms of this Agreement or the privacy and security regulations shall be a breach of this Agreement if OhioMHAS knew of the breach and failed to take immediate and reasonable steps to cure the non-compliance.  OhioMHAS agrees that Board has the right to immediately terminate this Agreement and seek relief if Board determines that OhioMHAS has violated a material term of the Agreement.
11.
Upon termination of this Agreement, OhioMHAS agrees, at the option of Board, to return or destroy all PHI created, received, maintained, or transmitted from or on behalf of Board.  OhioMHAS agrees that it will not retain any copies of PHI except as required for its proper management and administration, or by law. If return or destruction of all PHI, and all copies of PHI, is not feasible, OhioMHAS agrees to extend the protections of this Agreement to such information for as long as it is maintained and to limit further uses and disclosures to those which make return or destruction infeasible.  When any PHI retained by OhioMHAS is no longer needed for its proper management or legal responsibilities, OhioMHAS shall return or destroy the PHI in accordance with the terms of this paragraph.  
Termination of this Agreement shall not affect any of its provisions that, by wording or nature, are intended to remain effective and to continue in operation.
12.
Any ambiguities in this Agreement shall be resolved in favor of an interpretation that promotes compliance with HIPAA, regulations promulgated thereunder, as amended.  The parties agree that any modifications to those laws shall modify the obligations of the parties hereunder without the need for formal amendment of the Agreement.  Any other amendments to this Agreement shall not be effective without the written agreement of both parties.

13.
Any notice to the other party pursuant to this Agreement shall be deemed provided if sent by first class United States mail, postage prepaid, as follows:


To Board:



[name]







[title]







[address]


To OhioMHAS:


[name]







[title]







[address]

[add appropriate signature lines]
